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ﬁ adafruit learning system

Overview

Feather is the new development board from Adafruit, and like its namesake it is thin, light, and lets you
fly! We designed Feather to be a new standard for portable microcontroller cores.

This is the Adafruit Feather MO WiFi w/ATWINC1500 - our take on an 'all-in-one' Arduino-compatible
+ high speed, reliable WiFi with built in USB and battery charging. Its an Adafruit Feather MO with a
WiFi module (http://adafru.it/2999), ready to rock! We have other boards in the Feather family,
check'em out here (http://adafru.it/I7B).

Connect your Feather to the Internet with this fine new FCC-certified WiFi module from Atmel. This
802.11bgn-capable WiFi module is the best new thing for networking your devices, with built-in low-
power management capabilites, Soft-AP, SSL support and rock solid performance. We were running
our adafruit.io MQTT demo for a full weekend straight with no hiccups (it would have run longer but we
had to go to work, so we unplugged it). This module is very fast & easy to use in comparison to other
WiFi modules we've used in the past.

This module works with 802.11b, g, or n networks & supports WEP, WPA and WPA2 encryption. You
can connect to your own WiFi networks or create your own with "Soft AP" mode, where it becomes its
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own access point (we have an example of it creating a webserver that you can then control the
Arduino's pins). You can clock it as fast as 12MHz for speedy, reliable packet streaming. And
scanning/connecting to networks is very fast, just a second or two.

You might be wondering why use this when you can get a HUZZAH Feather? (http://adafru.it/2821)
Well, you get

e A highly-capable Cortex MO+ processor with ton more 1/O pins, lots of 12-bit ADCs, a 10-bit
DAC, 6 total SERCOMs that can each do SPI, I12C or UART (3 are used by the existing
interfaces, leaving you 3), plenty of timers, PWMs, DMA, native USB, and more (check out the
Datasheet (http://adafru.it/I3e))

e The ATWINC has much lower power usage, about 12mA for the WINC & 10mA for the
ATSAMD21 with auto-powermanagement on for the WiFi and no power management for the
ARM. With manual power management, you can get the WiFi module to down to ~2mA by
putting it to sleep. This is compared to the ESP's ~70mA average current draw, and whose deep
sleep mode requires a WDT reset.

e We also found that we could stream more reliably (less 'bursty') with the ATWINC, although
altogether the ESP has higher throughput.

e You also dont have to 'yield' all the time to the WiFi core, since its a separate chip. You get full
reign of the processor and timing
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Of course, both WiFi-capable Feathers have their strengths and tradeoffs, & we love both equally!
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At the Feather MO's heart is an ATSAMD21G18 ARM Cortex M0 processor, clocked at 48 MHz and at
3.3V logic, the same one used in the new Arduino Zero (http://adafru.it/2843). This chip has a
whopping 256K of FLASH (8x more than the Atmega328 or 32u4) and 32K of RAM (16x as much)!
This chip comes with built in USB so it has USB-to-Serial program & debug capability built in with no
need for an FTDI-like chip. For advanced users who are comfortable with ASF, the SWDIO/SWCLK
pins are available on the bottom, and when connected to a CMSIS-DAP debugger can be used to use
Atmel Studio for debugging.
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To make it easy to use for portable projects, we added a connector for any of our 3.7V Lithium
polymer batteries and built in battery charging. You don't need to use a battery, it will run just fine
straight from the micro USB connector. But, if you do have a battery, you can take it on the go, then
plug in the USB to recharge. The Feather will automatically switch over to USB power when its
available. We also tied the battery through a divider to an analog pin, so you can measure and monitor
the battery voltage to detect when you need a recharge.
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Here's some handy specs! Like all Feather MO's you get:

Measures 2.1" x 0.9" x 0.3" (563.65mm x 283mm x 8mm) without headers soldered in. Note it is
0.1" longer than most Feathers

Light as a (large?) feather - 6.1 grams

ATSAMD21G18 @ 48MHz with 3.3V logic/power

256KB FLASH, 32KB SRAM, No EEPROM

3.3V regulator (AP2112K-3.3) with 600mA peak current output, WiFi can draw 300mA peak
during xmit

USB native support, comes with USB bootloader and serial port debugging

You also get tons of pins - 20 GPIO pins

Hardware Serial, hardware 12C, hardware SPI support

8 x PWM pins

10 x analog inputs

1 x analog output

Built in 200mA lipoly charger with charging status indicator LED

Pin #13 red LED for general purpose blinking

Power/enable pin

4 mounting holes

Reset button
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Comes fully assembled and tested, with a USB bootloader that lets you quickly use it with the Arduino
IDE. We also toss in some header so you can solder it in and plug into a solderless

breadboard. Lipoly battery (http://adafru.it/eOv) and MicroUSB cable (http://adafru.it/aM5) not
included (but we do have lots of options in the shop if you'd like!)
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Pinouts

The Feather MO Adalogger is chock-fu
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Il of microcontroller goodness. There's also a lot of pins and

ports. We'll take you a tour of them now!
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GND - this is the common ground for all power and logic

BAT - this is the positive voltage to/from the JST jack for the optional Lipoly battery

USB - this is the positive voltage to/from the micro USB jack if connected

EN - this is the 3.3V regulator's enable pin. It's pulled up, so connect to ground to disable the
3.3V regulator

3V - this is the output from the 3.3V regulator, it can supply 600mA peak

Logic pins

This is the general purpose 1/O pin set for the microcontroller.
All logic is 3.3V

All pins can do PWM output

All pins can be interrupt inputs

#0 / RX - GPIO #0, also receive (input) pin for Serial1 (hardware UART), also can be analog
input

#1 / TX - GPIO #1, also transmit (output) pin for Serial1, also can be analog input

#20 / SDA - GPIO #20, also the 12C (Wire) data pin. There's no pull up on this pin by default so
when using with 12C, you may need a 2.2K-10K pullup.

#21 / SCL - GPIO #21, also the 12C (Wire) clock pin. There's no pull up on this pin by default so
when using with 12C, you may need a 2.2K-10K pullup.

#5 - GPIO #5

#6 - GPIO #6

#9 - GPIO #9, also analog input A7. This analog input is connected to a voltage divider for the
lipoly battery so be aware that this pin naturally 'sits' at around 2VDC due to the resistor divider
#10 - GPIO #10

#11 - GPIO #11

#12 - GPIO #12
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e #13 - GPIO #13 and is connected to the red LED next to the USB jack

e AO - This pin is analog input A0 but is also an analog output due to having a DAC (digital-to-
analog converter). You can set the raw voltage to anything from 0 to 3.3V, unlike PWM outputs
this is a true analog output

e A1 thru A5 - These are each analog input as well as digital 1/0O pins.

e SCK/MOSI/MISO (GPIO 24/23/22)- These are the hardware SPI pins, you can use them as
everyday GPIO pins (but recommend keeping them free as they are best used for hardware SPI
connections for high speed)

WIiFi Module & LEDs
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Since not all pins can be brought out to breakouts, due to the small size of the Feather, we use these
to control the WiFi module

e #2 - used as the ENable pin for the WiFi module, by default pulled down low, set HIGH to enable
WiFi

e #4 - used as the Reset pin for the WiFi module, controlled by the library

e #7 - used as the IRQ interrupt request pin for the WiFi module, controlled by the library

e #8 - used as the Chip Select pin for the WiFi module, used to select it for SPI data transfer

e MOSI/ MISO /SCK - the SPI pins are also used for WiFi module communication

e Green LED - the top LED, in green, will light when the module has connected to an SSID

e Yellow LED - the bottom LED, in yellow, will blink during data transfer

Other Pins!

e RST - this is the Reset pin, tie to ground to manually reset the AVR, as well as launch the
bootloader manually
e ARef - the analog reference pin. Normally the reference voltage is the same as the chip logic
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voltage (3.3V) but if you need an alternative analog reference, connect it to this pin and select
the external AREF in your firmware. Can't go higher than 3.3V!

e Wake - connected to the Wake pin on the WiFi module, not used at this time but it's there if you
want it
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SWCLK & SWDIO - These pads on the bottom are used to program the chip. They can also be
connected to an SWD debugger.
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Assembly

We ship Feathers fully tested but without headers attached - this gives you the most flexibility on
choosing how to use and configure your Feather

Header Options!

Before you go gung-ho on soldering, there's a few options to consider!

The first option is soldering in plain male headers, this lets you plug in the
Feather into a solderless breadboard

{ANRRREATRARARS

[ER RN RN NN

LB BB BB BB

HELLELETEL

Another option is to go with socket female headers. This won't let you plug
the Feather into a breadboard but it will let you attach featherwings very
easily
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We also have 'slim' versions of the female headers, that are a little shorter
and give a more compact shape

Finally, there's the "Stacking Header" option. This one is sort of the best-of-
both-worlds. You get the ability to plug into a solderless breadboard and
plug a featherwing on top. But its a little bulky

Prepare the header strip:

Cut the strip to length if necessary. It will be easier to solder if
you insert it into a breadboard - long pins down
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Place the breakout board over the pins so that the short pins

* poke through the breakout pads
«: And Solder!
seazas Be sure to solder all pins for reliable electrical contact.
v o = :_:: ;';A; (For tips on soldering, be sure to check out our Guide to
~  Excellent Soldering (http://adafru.it/aTk)).
[ J
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" Solder the other strip as well.

You're done! Check your solder joints visually and continue onto
the next steps
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Soldering on Female Header

Tape In Place

For sockets you'll want to tape them in place so when you flip
over the board they don't fall out

Flip & Tack Solder

After flipping over, solder one or two points on each strip, to
Wy 'tack’ the header in place
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And Solder!
Be sure to solder all pins for reliable electrical contact.
(For tips on soldering, be sure to check out our Guide to
Excellent Soldering (http://adafru.it/aTk)).

[ J
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You're done! Check your solder joints visually and continue
onto the next steps
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Power Management

Battery + USB Power

We wanted to make the Feather easy to power both when connected to a computer as well as via
battery. There's two ways to power a Feather. You can connect with a MicroUSB cable (just plug into
the jack) and the Feather will regulate the 5V USB down to 3.3V. You can also connect a 4.2/3.7V
Lithium Polymer (Lipo/Lipoly) or Lithium lon (Lilon) battery to the JST jack. This will let the Feather run
on a rechargable battery. When the USB power is powered, it will automatically switch over to
USB for power, as well as start charging the battery (if attached) at 200mA. This happens
'hotswap' style so you can always keep the Lipoly connected as a 'backup' power that will only get
used when USB power is lost.

The JST connector polarity is matched to Adafruit LiPoly batteries. Using wrong polarity batteries
can destroy your Feather
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The above shows the Micro USB jack (left), Lipoly JST jack (top left), as well as the 3.3V regulator and
changeover diode (just to the right of the JST jack) and the Lipoly charging circuitry (to the right of the
Reset button). There's also a CHG LED, which will light up while the battery is charging. This LED
might also flicker if the battery is not connected.

Power supplies

You have a lot of power supply options here! We bring out the BAT pin, which is tied to the lipoly JST
connector, as well as USB which is the +5V from USB if connected. We also have the 3V pin which has
the output from the 3.3V regulator. We use a 600mA peak AP2112K-33. While you can get 600mA
from it, you can't do it continuously from 5V as it will overheat the regulator. It's fine for, say, powering
the attached WiFi chip or XBee radio though, since the current draw is 'spiky' & sporadic.
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Measuring Battery

If you're running off of a battery, chances are you wanna know what the voltage is at! That way you
can tell when the battery needs recharging. Lipoly batteries are 'maxed out' at 4.2V and stick around
3.7V for much of the battery life, then slowly sink down to 3.2V or so before the protection circuitry cuts
it off. By measuring the voltage you can quickly tell when you're heading below 3.7V

To make this easy we stuck a double-100K resistor divider on the BAT pin, and connected it to D9
(a.k.a analog #7 A7). You can read this pin's voltage, then double it, to get the battery voltage.

VBATPIN A7

float measuredvbat = analogRead(VBATPIN);
measuredvbat *=

measuredvbat *=
measuredvbat /=
print("VBat: " ); .printin(measuredvbat);

ENable pin

If you'd like to turn off the 3.3V regulator, you can do that with the EN(able) pin. Simply tie this pin to
Ground and it will disable the 3V regulator. The BAT and USB pins will still be powered

Power Usage & Saving with WiFi

WiFi is a very power-hungry protocol. During transmit and SSID association, you'll see high power
usages. For example, here is an MQTT demo running where it connects to the WPA SSID and then
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You can see the chip launch at about 1.5 seconds, then turn on the WiFi and at about 2s make the
SSID connection and MQTT connection. The average current is about 100ms afterwards, and a
packet spikes up to ~130mA at the 7 second mark.

100mA is still quite a bit, you can very easily reduce this by letting the WINC1500 manage its own
power:

.setSleepMode(M2M_PS_H_AUTOMATIC, 1);

When this line is added, it lets the WINC1500 know that when nothings going on, shut down unneeded
parts. You dont have to manage the power modes, and the power will drop down nearly instantly to
about 22mA average (there's still spikes during transmit of course)
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Note that 10mA or so is for the ATSAMD chip, so that means you've got ~12mA for the WiFi module.

If you want ultra-low power you can manage the WINC1500 module your own with

.setSleepMode(M2M_PS_MANUAL, 1);

And then when you want it to go to sleep call:

.requestSleep(sleeptimeinmilliseconds)

With this mode, you can get much much lower power when you call the requestSleepmode (basically
1-2mA) and still have an active live WiFi connection...but, when not actively sleeping the power usage
seems higher (see that spikey part between seconds 3 and 8.5)

A mix of the two may give you the best performance. And don't forget that the SAMD21 is going to
draw 10mA so put the main chip to sleep too if you want to get to very low power sleep modes!
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ﬁ adafruit learning system

Arduino IDE Setup

The first thing you will need to do is to download the latest release of the Arduino IDE. You will need
to be using version 1.6.4 or higher for this guide.

Arduino IDE v1.6.4+ Download

http://adafru.it/f1P

After you have downloaded and installed v1.6.4, you will need to start the IDE and navigate to the
Preferences menu. You can access it from the File menu in Windows or Linux, or the Arduino menu
on OS X.

& ICIIEY File Edit  Sketc

® ¢ About Arduino

Preferences... &8,

ket  Services b

vold s¢

// pu Hide Arduino g H un onc
Hide Others "\ &H
I Show Al

volid 1¢

Yy pL QUit Al’dUino %Q In repe

,-A dialog will pop up just like the one shown below.
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http://www.arduino.cc/en/Main/Software

] Preferences

Sketchbook location:

JUsers [todd /Documents fArduino Browse
Editor language: | System Default : | (requires restart of Arduino)
Editor font size: 10 (requires restart of Arduino)
Show verbose output during: compilation upload
Compiler warnings: None -

Display line numbers
v Verify code after upload
Use external editor
v Check for updates on startup
v Update sketch files to new extension on save (.pde -> .ino)

v save when verifying or uploading

Proxy Settings

Server (HTTP): Port (HTTF): 8080
Server: (HTTPS) Part (HTTPS): 8443
Username; Password:

Additional Boards Manager URLs: |
More pref . can be edited directly in the file
fUsers /todd/Library fArduino 15/ preferences.txt

QK Cancel

We will be adding a URL to the new Additional Boards Manager URLs option. The list of URLs is
comma separated, and you will only have to add each URL once. New Adafruit boards and updates to
existing boards will automatically be picked up by the Board Manager each time it is opened. The
URLs point to index files that the Board Manager uses to build the list of available & installed boards.

To find the most up to date list of URLs you can add, you can visit the list of third party board URLs on
the Arduino IDE wiki (http://adafru.it/f7U). We will only need to add one URL to the IDE in this example,
but you can add multiple URLS by separating them with commas. Copy and paste the link below
into the Additional Boards Manager URLs option in the Arduino IDE preferences.

https://adafruit.github.io/arduino-board-index/package_adafruit_index.json
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Proxy Settings

Server (HTTPF): Port (HTTP): 8080
Server: (HTTPS) Port (HTTPS): 8443
Username: Password:

Additional Boards Manager URLs: ib.io/arduino-board-index/package_adafruit_index.json]|

Make sure you remove the apt.adafruit.com proxy setting from the Arduino preferences if you
have previously added it.

Here's a short description of each of the Adafruit supplied packages that will be available in the Board
Manager when you add the URL.:

e Adafruit AVR Boards - Includes support for Flora, Gemma, Feather 32u4, Trinket, & Trinket
Pro.

e Adafruit SAMD Boards - Includes support for Feather MO

e Arduino Leonardo & Micro MIDI-USB - This adds MIDI over USB support for the Flora,
Feather 32u4, Micro and Leonardo using the arcore project (http://adafru.it/eSl).

Click OK to save the new preference settings. Next we will look at installing boards with the Board
Manager.
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ﬁ adafruit learning system

Using with Arduino IDE

Since the Feather MO uses an ATSAMD21 chip running at 48 MHz, you can pretty easily get it working
with the Arduino IDE. Most libraries (including the popular ones like NeoPixels and display) will work
with the MO, especially devices & sensors that use i2¢ or SPI.

Now that you have added the appropriate URLs to the Arduino IDE preferences, you can open the
Boards Manager by navigating to the Tools->Board menu.

-

=] Z wino 1.6,5
[File Edit Sketch Help
Auto Format
Archive Sketch
skelch_novl7a o Encoding & Reload
1 |woid setug Serial Monitor Ctrl+Shift+M
[ oput ¥ |
Board: "Arduino/Genuine Uno” Boards Manager...
Port Arduino AVR Boards
& void loop( Programmer: "USBtinylSP" ' Arduing Yun
T f/ put ¥ @  Arduino/Genuinc Uno

Burn Bootloader
Arduine Duemilanove or Diecimila

Oncé the Board Manager opens, click on the category drop down menu on the top left hand side of
the window and select Contributed. You will then be able to select and install the boards supplied by
the URLs added to the prefrences.

Install SAMD Support

First up, install the Arduino SAMD Boards version 1.6.2
or later
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Arduino SAM Boards (32-bits ARM Cortex-M3) by Arduine version 1.6.6 INSTALLED e
Boards included in this package:
rduino Due.

COnling halp

Maore infa

m

Arduine SAMD Boards (32-bits ARM Cortex-M0+) by Arduing
Baards included in this package:

Arduine/Genuing Zero.

Coline help

Mora info

162 v [ Instal |

Intel i586 Boards by Intel
Baards includad in this package!
Galiles.

More infg

Boards Manager E‘
@ 20

Type | Al - e vour zeardh...

Arduing SAM Boards (22-bits ARM Cortex-M3) by Arduine version 1.6.6 INSTALLED
Baards included in this package:

Arduino Due.

Cnline help

M inl

Arduino SAMD Boards [22-bits ARM Cortex-M0+) by Arduino
Boards included in this package:

Arduino/Genuing Zaro.

Onling halg

Morg info

Intel i586 Boards by Intel
Boards included in this package:
Galileo.

M in

Instaling tools (2/2]...

Install Adafruit SAMD

Next you can install the Adafruit SAMD package to add the board file definitions
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| | After oL saardf...

| Boards included in this package: =1
Adafruit Flora, Adafruit Gemma BEMHz, Adafruit Bluefruit Micro, Adafruit Feather 32u4, Adafruit Metra, Adafruit Pro Trinket

5V 16MHz [USB), Adafruit Pro Trinket 3V 12MHz (USB), Adafruit Pro Trinket SW/16MHz (FTDI), Adafruit Pro Trinket 3v/12MHz

[FTDM). Adafruit Trinket 8MHz. Adafruit Trinket 16MHz.

Dnling halp

Adafruit SAMD Boards by Adafruit
Boards incduded in this package:
Adafruit Feather MO.

Cnling halp

Mges infg

Lesnards & Micre MIDI-USE (arcore) by Ralf Kistner

Boards included in this package:

Arduino Leonardo (MIDI), Arduino Leonardo (MIDI; iPad compatible); Arduinc Micro (MIDL).
Onling halp o
Mara infa

n

Even though in theory you don't need to - | recommend rebooting the IDE

Quit and reopen the Arduino IDE to ensure that all of the boards are properly installed. You should
now be able to select and upload to the new boards listed in the Tools->Board menu.

s = Arduino Kobot Motor
sketch_nov23a | Arduino 1.6.4 Arduing G
rduino Gemma
File Edit Sketch !Tm:rls] Help Adafruit Feather boards
Auto Format Ctrl+ T Adafruit Feather
Archive Sketch
R renivE St Adafruit SAMD Boards
- T Fix Encoding & Reload
oid ser e ENCOTIng = neloa © | Adafruit Feather MO (Native USB Port)
void setup() Serial Monitor Ctrl+ Shift+ M
J4 put your ESPE266 Modules
Board: "Adafruit Feather..." ' Generic ESPE266 Maodule
' Port: "COMS52 (Adafruit ..." ' Adafruit HUZZAH ESPE266
woi ModebACU 0.9 (ESP-12 Modul
roid loop() | Programmer: "AVRISP mkdl" [ ede ( odule)
f|fF put your ModeMCU 1.0 (ESP-12E Module)
Burn Bootloader
il . Olirnex MOD-WIFI-ESPE266(-DEV)

Install Drivers (Windows Only)

When you plug in the Feather, you'll need to possibly install a driver

Click below to download our Driver Installer

Download Adafruit Driver Installer

http://adafru.it/mai
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https://github.com/adafruit/Adafruit_Windows_Drivers/releases/download/1.0.0.0/adafruit_drivers.exe

Download and run the installer

Opening adafruit_drivers.exe

You have chosen to open:
0] adafruit_drivers.exe
which is: Binary File (13.6 ME)

Would you like to save this file?

from: https://github-cloud.s3.amazonaws.com

| Save File |

Cancel

Run the installer! Since we bundle the SiLabs and FTDI drivers as well, you'll need to click through the

license

* Adafruit Board Drivers: License Agreement
a

(=] ]

drivers. If you accept all terms of the agreement, dick I Agree.

ﬁ Please review the license agreement before installing Adafruit board

Adafruit by purchasing hardware from:
<http://www.adafruit.com/=

Cancel

frhis program will allow you to install Windows drivers for S
hardware that Adafruit Industries produces. Please support L4

Mote you can uninstall any of the installed drivers by using
the Add/Remove Programs option in Control Panel (look for
the "Windows Driver Package' entries from Adafruit).

I Agree

s

Select which drivers you want to install:
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-
* Adafruit Board Drivers:installaiic:n Options el

Ched: the board drivers below that you would like to install, Clidk install to |
start the installation.

Select board drivers to install: Feather 32u4
Feather MO
Feather WICED
Flora
Trinket [ Pro Trinket [ Gemma {USBtinyI
[] Arduine Gemma
D Feather HUZZAH ESP2266 (SiLabs CP2:

[T Metro 328 { Metra Mini 323 (FTDI VCF) ™
il T | 3

Cancel |Nulls-:|ﬂ: Install System w3.0b3 < Back | Install I
B

Click Install to do the installin'

| »

m

r* Adafruit Board Drivers: Completed W l-z-l.:-Li&I

Completed

Show details |

Cancel | Mullsaft Install System «3.0b3 = Back |

b =

Blink

Now you can upload your first blink sketch!

Plug in the Feather MO and wait for it to be recognized by the OS (just takes a few seconds). It will
create a serial/COM port, you can now select it from the dropdown, it'll even be 'indicated' as Feather
MoO!
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!r@ sketch_nov23a | Arduino 1.6.4
1Fite Edit Sketch [Tools] Help
Auto Format CtrlT
Archive Sketch
skelth_NoV232 ki Encoding &t Reload
PRI scEun i) Serial Menitor Ctrl+ Shift+ M T
S/ put vour
| Board: "Adafruit Feather...” ¥
] Port: "COMS2 (Adafruit ..." I Senal ports
BOwe Sen o Programmer: "AVRISP midl” I il
il £ puc your T v COMS2 (Adafruit Feather MO (Mative USE Port))
il . | I

Now load up the Blink example

// the setup function runs once when you press reset or power the board
void setup() {

/l initialize digital pin 13 as an output.

pinMode(13, OUTPUT);
}

// the loop function runs over and over again forever
void loop() {

digitalWrite(13, HIGH); //turn the LED on (HIGH is the voltage level)
delay(1000); wait for a second

digitalWrite(13, LOW); //turn the LED off by making the voltage LOW
delay(1000); // wait for a second

}

And click upload! That's it, you will be able to see the LED blink rate change as you adapt the delay()
calls.

Sucessful Upload

If you have a successful upload, you'll get a bunch of red text that tells you that the device was found
and it was programmed, verified & reset

© Adafruit Industries https://learn.adafruit.com/adafruit-feather-m0-wifi-atwinc 1500 Page 35 of 68



b
A afruit Feather MO (Native USE Pord) on COMSS I\

Compilation Issues

If you get an alert that looks like

Cannot run program "{runtime.tools.arm-none-eabi-gcc.path}\bin\arm-non-eabi-g++"

Make sure you have installed the Arduino SAMD boards package, you need both Arduino & Adafruit
SAMD board packages
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max-inline-insns-3single o—-rtti —-fno : 0L -DREELDUIE
="Rdafruit” B 0 M5IS.path)

‘caming
Arduing

Adafruit Feather MO (Native USE Port) on COR11

Manually bootloading

If you ever get in a 'weird' spot with the bootloader, or you have uploaded code that crashes and
doesn't auto-reboot into the bootloader, click the RST button twice (like a double-click)to get back into
the bootloader.

The red LED will pulse, so you know that its in bootloader mode.

Once it is in bootloader mode, you can select the newly created COM/Serial port and re-try uploading.

Aute Format

Archive Sketch
Fix Encoding & Reload
Serial Monitor Ctri+Shift«h = board
Board: "Adafruit Feather MO {Mative USE Port]” L
Port !

i : Conl
Programmer: “USBtinylSP~ [

CoOn12

Burn Bootloader

{13, is the vVolvego—=c

COML2 (Adafrurt Feather MO (Mative USB Port))
3 IGH) : turn the LED on (HIGH ia the wol =

{1000) ; wait for & second

Jica [13; LOW): curn the LED off by making cthe voltage LOW
You may need to go back and reselect the 'normal’ USB serial port next time you want to use the
normal upload.

Ubuntu & Linux Issue Fix
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Note if you're using Ubuntu 15.04 (or perhaps other more recent Linux distributions) there is an issue
with the modem manager service which causes the Bluefruit LE micro to be difficult to program. If you
run into errors like "device or resource busy", "bad file descriptor", or "port is busy" when attempting to
program then you are hitting this issue. (http://adafru.it/fP6)

The fix for this issue is to make sure Adafruit's custom udev rules are applied to your system. One of
these rules is made to configure modem manager not to touch the Feather board and will fix the
programming difficulty issue. Follow the steps for installing Adafruit's udev rules on this

page. (http://adafru.it/iOE)
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ﬁ adafruit learning system

Using the WiFi Module

Once you have your Feather working, you probably want to rock out with some Wireless connectivity.
Luckily, Atmel & Arduino have written a great library for supporting the WINC1500

Download the Adafruit Library

We will start by downloading the Adafruit_ ATWINC1500 Library, available from our GitHub
repository (http://adafru.it/kUE).

This library is a light fork of the official Arduino Wifi101 library, (http://adafru.it/kUF)the only real
changes are to allow changes to the default pin usage.

You can download the latest ZIP file by clicking the button below.

Download Adafruit_ WINC1500 Library

http://adafru.it/kVa
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https://github.com/arduino-libraries/WiFi101
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Rename the uncompressed folder Adafruit_ WINC1500. Check that the Adafruit_ WINC1500 folder
contains a folder named src and examples and a file named library.properties

Place the Adafruit_WINC1500 library folder your sketchbookfolderlibraries/ folder. You may need
to create the libraries subfolder if its your first library. Restart the IDE. You can figure out your
sketchbookfolder by opening up the Preferences tab in the Arduino IDE.

If you're not familiar with installing Arduino libraries, please visit our tutorial: All About Arduino
Libraries (http://adafru.it/aYM)!

Restart the Arduino IDE.

You may need to use Arduino 1.6.5 or later

Check Connections & Version

Before we start, its important to verify you have the right setup & firmware version.

Load up the Adafruit_WINC1500->CheckWifi101Firmware sketch

| & AMAUdITUIL,_ 2221 L Eb
WiFiWebServer | Arduino 1.&! Adafruit_Sleepydog . L:- -3 |

[File] Edit Sketch Tools Help Rt S b
It Mew Ctrl+M Adafruit_Soundboard r
Open... Ctrl+ O Adafruit_5501305 *
Open Recent ! Adafruit_5501325 »
Sketchbook ! Adafruit_5501331 k i
Examples ! Adafruit_S501351 *
Close Ctrl+W Adafruit_TEASTAT k
Save Ctrl+5 Adafruit_ TFTLCD r
Save As... Ctrl+5hift+5 Adafruit_TLC59711 k
Adafruit_TMPO0G r
Page Setup  Cirl+Shift+P ATt
. Adafruit_VCO706 k
Print Ctrl+P =
Adafruit_ VCMNL4010 r A
Preferences  Ctrl+Comma Adafruit V51053 3
i | . . )
Quit Ctrl+Q Adafruit_ WINC1500 CheckWifil01FirmwareVersion
B e S s Adafruit_ZeroDMA ! ConnectMoEncryption
poolean currentlinelaBi o foil FemTime: ) ConnectWithWEP
while (client.connecte
if {client.zvailable Adafruith1GC3130 ! ConnectWithWPA
char ¢ = client.re adx/345 ' FirmwareUpdater
serial.write(e): ARkRGEMatrixPanel ! ScanMetworks

Upload to your Arduino and open up the Serial Console at 9600 baud:

You should see that the firmware is 19.4.4
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% COM220 (Arduino/Ge:

WINC1500 firmware check. b

WINC1500: DETECTED
Firmware version installed: 19.4.4
Firmware wersion required : 19.4.4

m

Check result: PRSSED

Autoscrol BothNL&CR | |9600baud

b

If you have version 19.3 or less, the firmware is too old

If you get not response, the firmware is either waaay to old, or something is amiss with your wiring!

Scanning WiFi

Now that you have the right firmware version, lets scan for network!

Run the Adafruit_WINC1500->ScanNetworks example to see a list of available visible networks

i "
i COMZ20 (Ardiiig/Genuino Una) S
| |

MRC: Ca:T7F:Fl:5:F0:F8 =

Scanning available networks...
** Scan Networks ** L
numbker of availabkle networks:2

0) adafruiclo Signal: -66 dBm Encryption: WEPA
1y DE1&TO0ADZ Signal: -91 4Bm Encryption: WEA

m

[7] Autoscrol BothNL&CR ~ 9600baud
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Connect & Read Webpage

OK finally you get to connect and read some data!

Open up the Adafruit_WINC1500->WiFi101WebClient example, then edit the ssid and pass
variables to contain your network and password

char said[] = " ruit your network SS5ID (name)
char pass[] = "supersekret”; f/ your nectwork password (use for WPA, or use as key
> int keyindex = 07 your necwork key Index number (needed only for WEP
int atatus = WL _IDLE STATUS;
if you don't want to use NS (and reduce your skertch size)
use the numeric IF instead of the nams for the ssrver:

R

- e

It will connect to the website in server and read the webpage manuélly:
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o e =

WINC1S00 Web client test

Attempting To connect to 55ID: adafruitlo
Connected to wifi

55ID: adafruitlo

IF Address: 10.0.1.150

signal strength ({R55I):-78 dBm

Starting connection To SBrVer...
connecced To server

BITEs1.1 200 QK

Dace: Wed, 20 Jan 2016 23:10:53 GMI |
Contenc-Type: TeXt/hotml

Transfer-Encoding: chunked

Connection: <lose

Ser—Cookie:  cfduid=49b99643ebbeebibeT6E6E245a016524d1453331452; expires=Thy, 19-Jan-17 23:10:52 GMI: pa
Accept-Ranges: byrTes

Accesa=Control-Allow-Credentiala: true i
Acceas=Control-Allow-Headers: Origin, X-Fequeated-With, Content-Type, Accept, Accept-Encoding, Ruathorizat 5
Accesa=-Control-Allow-Methods: GET, FOST, OFTIONS

Aocesa=-Control-Hax-fge: 1728000

Cf=Railgun: direct (atarting new WAN connection)

Last-Mpdified: Thu, 27 Jun 2013 14:13:27 GMT

Vary: hcocept=Encoding

server: cloudflare-nginx

CE-BAY: 267eT48cfcfif=fT-EWR

L L]
Thiz i2 & cest of the CCI000 module!
If you can read this, its working :)

0

disconnecting from server.

L FIr k

7] Autosarol BothML&CR = |9600baud |

Creating an Access Point + Webserver

This demo will let you create a new WiFi AP with the Feather MO which you can connect to from any
WiFi capable device. It will also create a Server so you can connect and turn on/off the onboard LED

Launch the Adafruit_WINC1500->AP_SimpleWebServer example

© Adafruit Industries https://learn.adafruit.com/adafruit-feather-m0-wifi-atwinc 1500 Page 43 of 68



Mew Ctrl+M

Open... Ctrl+ 0O
Open Recent
Sketchbook ' &
Examples i Adafruit_¥51053 k
Close Ctrl+W Adafruit_ WINC1500 AP_SimpleWebServer
Save Crl+5 Adafruit_TeroDMA CheckWifil01FirrmwareVersion
Save Az, Crl+Shift+S Adafruit_ZeroTimer ConnectMoEncryption
Adafruith1GC3130 ConnectWithWEP

Page Setup  Ctrl+5Shift+P dxl345 ConnectWithWPA
Print Ctrl+P AltRGEMatrixPanel Firmwarelpdater
Preferences  Ctrl+Comma A53935 ScanMetworks

_ Audiofero SimpleWebServerWiFi

— _‘Emt“ — _EtrI.+Q CapacitiveSensor WiFiChatServer

You can change the SSID (at this time the password isnt used) & LED (13 is the onboard feather LED)
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"E% AP _SimpleWebSe

File Edit Sketch Tools Help

AP_SimplewebSemer

#include <Adafruit WINC1500.h>

Fhhkkhddhddddbhdhhhddhddddedkr WiFT SEtLl]_: e e R s N

#define WINC C5 g
#define WINC IRCQ 7
#define WINC R3T 4
#define WINC EN 2

Bdafruit WINC1500 WiFi (WINC_C3, WINC_IRQ, WINC_R3T):

char sszid[] = "feather": S/ created AP name
char pass[] = "wing"™: S/ (not supported yet)

int status = WL_IDLE 3TATUS:
Bdafruit WINC15005Serwver serwer(80);

#$define LED 13
volid setup() |

ll pinMode (WINC_EN, OUTEUT):
digitalWrite (WINC_EN, HIGH):

while (!Serial):;

Upload and open up the serial console to start the AP
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. ™
COM3 (Adafruit Feather MO (Native USB Part)) B

Aoeocess Point Web Server ar
Creating Hetwork named: feather

m

-

Autoscroll BothNL&CR v  115200baud + |
—_— @
Your computer will see the new AP and you should connect to it

¥ Mo network access

Dial-up and VPN

China VP

Wireless Metwork Connection 3

adafruit10 Connected !

m

DGL670AD2 "

feather ?.ﬂ!!

ESP 0E3349| Name: feather 1
Signal Strength: Excellent i

ESP 0E3482| Security Type: Unsecured “'!
Radio Type: 802.11n

Innovations S5I0: feather “ |

Wk M

Open Metwork and Sharing Center

Back over at the serial console, the Feather will have started up a server, it will print out the IP address
and instructions

© Adafruit Industries https://learn.adafruit.com/adafruit-feather-m0-wifi-atwinc 1500 Page 46 of 68



r
COM3 (Adafruit Feather MO (Native USB Port)) Elﬂlgl
| [ send |
Acceas Point Web Server at
Creating Hetwork named: feather
35ID: feather
IF Rddress: 192.168.1.1
3ignal strength (R551):-100 dBm =
To see this page in action, open a browser to http://182.168.1.1
L
[7] Autoscrol BothNL&CR w  115200baud w |

Go to the IP address and you will see the mini webpage, click on the links to turn on/off the LED

[ 192.168.1.1 ®

€« =2 C [3192168.11

e
n

Click here turn the LED on pin 13 on
Click here turn the LED on pin 13 off

.

—

n the serial console you will see the data received from the webbrowser client

© Adafruit Industries https://learn.adafruit.com/adafruit-feather-m0-wifi-atwinc 1500 Page 47 of 68



3 COM3 (Adafruit Feather MO (Nati =

! [ sena |

Accers Folnt Web Server -

Creating Network named: feather

SEID: feacher

IP hddress:; 152 188.3.1

signal stengch (BSSI) :-100 dB=m

To see this pege in action, open & browser to http:/ i52.168.1.1

mew clispe

client discopecied E
new clisns

GET 5 HTTFS1.1

Beat: 192.148.1.1

Cennection: keep=alive

Cache-Control: max-agesd

Accepr: text/heml, applicacion/aheal+xml, spplication/xml:ge0.9, inage/ webp, * /4 jqel. &

Opgrede-Insecure-Requeata: 1

Deer-Rgent: MozillasS.0 (Windews NI 6.1:; WOWE4] AppleWebiizs537.36 (HHIML, like Gecks) Chresmsr47.0.2526.111 Safarif537.36
Accepr-Encoding: gzip, deflate, sdch

heespz-Language: en-03,en0;qel. 8

client disonnected

mew client

GET sfavicon.ico HITES1.4

Beat: 192.168.1.1

Connection: keep-alive

Daer-Rgent: MozillasS.0 (Windews HT 6.1; WOWE4] AppleWebdins537.36 (MHIML, like Gecks) Chromer47.0.2526.111 Safardf537.36

Accepr:

Befarer: hetp:/f100.068.1.1F

Accepr-Encoding: gzip, deflace, sdch

Accept-Lanquage: en-05,en;gud. 8 -
[¥] Autoscrod [BothM.ACR v |115200baud =

That's it! pretty easy, huh? There's other examples you can try such as server mode, UDP data
transmission & SSL
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Updating SSL Certificates

Do not use the updater to update the WINC1500 firmware, you could brick it. Only use it for
updating SSL certs

If you're trying to connect to a computer or service via SSL and the connection is failing, you may need
to update the certificates built into the WINC1500. By default it comes with many of the most popular
SSL certificates but you may bump into a site that requires one that isnt included.

Its quite easy to update the certificates, you'll need to upload some code and run the uploaders but it
only has to happen once

Start out by uploading the FirmwareUpdater sketch from Adafruit_ WINC1500
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T —
- ———

bme680test | Arduino 1.6.7

File| Edit Sketch Tools Help

Ctrl+M
Ctrl+0

Mew

Open...

Cpen Recent
Sketchbook

Examples
Close
Save

Save As..,

Page Setu
Print

Quit

Preferences

Ctrl+W
Ctrl+5
Ctrl+5hift+5

p  Ctrl+5hift+P
Ctrl+P

Ctrl+ Cormma

Ctrl+Q)

#include
#include
#include
#include

[ T v TR o ¢ B

|

Lad

#define
#define
#define
fdefine

o

[T ST LS R SR S S S

ohn R

<Wire.h>
<EPI.h>

<Bdafruit_35ens
<Bdafruit BMES

BME_SCK 13
BME_MISO 12
BME_MOSI 11

BME C5 10

rs I
Adafruit_TFTLCD a8
Adafruit_TLC59711 a8
Adafruit_TMP0D6 »
Adafruit_VCO706 F[in
Adafruit_VCNLA010 »
Adafruit_V51053

b HA TR R R EI R E R R TR IR TR X AR TR T AR TR A AT I TR A bR A AR d

Adafruit_WINC1500
Adafruit_feroDMA
Adafruit_feroTimer
AdafruitMGC3130
adxl345
AlLRGEMatrixPanel
A53035
CapacitiveSensor
CapSense
ClassicController
DallasTermnp
D53232RTC

FastLED
FactSPT | FTY

AP_SimpleWebServer
CheckWifiLO1FirmwareVersion
ConnectMoEncryption
ConnectWithWEP
ConnectWithWPA
Firmwarelpdater
MDOMNS_WiFiWebServer
ScanMetworks
SimpleWebServerWiFi
WiFiChatServer
WiFiS5LClient
WiFiUdpMtpClient
WiFildpSendReceiveString

update the pins as necessary, we have the default for use with the Feather MO WINC1500
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r
@- FirmwwareUpdater | Arduing 1.6.7 =[5

Eile Edit Sketch Iunls |:|l_=lp

#include <spi_: *'J.ash; include/spi flash.h> =

5 ff Define the WINC1500 board connections below.

i /Ff If you're following the Adafrultc WINC1S00 board

27 4 guide you don't need to modify these:

% gdefine WINC CS &

2% $define WINC IRQ 7

0 gdefine WINC BST 4

i1 #define WINC EN 2 /f or, tie EN to WCC

32 ff The SPI pina of the WINC1500 (SCH, MOSI, MIS0) should be
ff connected to the hardware SPI port of the Arduino.

34 |SS On an Uno or compatible these are S5CH = #13, MIS0O = §12, MOSI = §l11.

35 [/ On an Arduino Zero use the &-pin ICSE header, see:

36 /S httpa: / fvww. ardoing. co/en/Referanca /5PT

m

38 |fS Setup the WINC1E500 connection with the pins above and the default hardware 5PI.
39 hdafruit WINC1S500 WiFi (WINC_CS, WINC_IRQ, WINC _RST);

auino Uno an COMA1

and upload it!

After uploading be sure to note what is the name of the COM or Serial port for the Arduino Zero or
Feather...You'll need this for the next step

2% Firmwarellpdater | Arduino 16.7 b
File Edit Sketch |Tmls Help
Auto Format Chrl+T
Archive Sketch
Firmmerarelpds Fix Encoding & Reload
22 #include Serial Moniter Ctrl+ Shift+ M
ool Serial Plotter Ctrl+ Shift+L
DESin®  Board: "Adafruit Feather MO (Native USB Port)” v
26 /f If yoq
27 4/ guide Port ' Serial ports
28 #define W Cohl
Sa ‘._:L i f W Programmer: "USBtinylSP* ' - -
Aot COM3 (Adafruit Feather MO (Mative USE Port))
gdafine W Burn Bootloader
3l #define WINC_EN 2 ff er, tie EN to COML5

The SPT ninm nf the WTHNC1SAA (SCK. MORT. MTS0 shoold e

Now download or clone the WiFi101 Firmware Updater repository (http://adafru.it/leT) from github, you
can just click here to grab the latest Zip
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https://github.com/adafruit/WiFi101-FirmwareUpdater

Download WiFi101 Firmware Updater

http://adafru.it/leU

Command Line Usage
Windows

Uncompress it on your desktop. Now use powershell, command or terminal to cd to the
uncompressed directory and run

winc1500-uploader --port serialport

for example, on windows, winc1500-uploader --port COM3

BN CA\Windows\system32iomd.exe - |:'—E||$j

Microsoft Windows [Version 6.1.76811
Copuright <{c» 28B8Y Microsoft Corporation. HAll rights reserwved.

Clserssladyadaroed CislserssladyadasDesktopsFirmwarelpdater

rektopsFirmwarelpdater>wincl580-uploadey .exe =—port COM3
Connecting to programmer
sunch with programmer
Reading max payload size

GislzerssladyadasDesktopsFirmwarelpdater s

L

You should see that it was able to reda the max payload size. Next up just run the same command but
add --certs certs to upload all the certificates in the certs directory
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https://github.com/adafruit/WiFi101-FirmwareUpdater/archive/master.zip

EY Ch\Windowshsystem32iemd.exe

Microsoft Windows [Uersion 6.1.76811]
Copyright <c» 28BHAY Microsoft Corporation. All rights reserved. .«

C:xlserssladyadarcd C:slserssladyadasDesktopsFirnvarelpdater

s ladyadasDesktops“FirmwarelUpdater>wincl588-uploader .exe ——port COM3
Connecting to programme:r
synch with programmer
Reading max payload size

| Connecting to programmer
synch with programmer
ading max payleoad size
Converting and flashing certificates from

‘certs’

serssladyadasDesktopsFirmwarelpdater>

Mac OS X (Command Line) Usage

With Mac, you can use command line, its essentially the same as above except the serial port will be
something like /dev/cu.usbserialnnnn You can figure it out by running Is /dev/cu.* to list all serial

devices, ignore the Bluetooth modem interfaces

jamesdavito@amasdeviloMBF: ~/Adatruit WiFi1 01 -Firmwarel pdater’compiied

GUI Usage

You can also use the GUI which is nice and will also let you fetch the certificate and upload it directly. If

you don't need any particular site's cert just put in www.google.com
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WINC1500 SSL Certificate updater

1. Fetch certificates from websites

Insert IP or domain name here and press 'Fetch' button

Download successful

jeotrust.com:443 Remove

2. Select programmer serial port

/dev/cu.Bluetooth-Incoming-Port Refresh List
/dev/cu.Bluetooth-Modem
/dev/tty.Bluetooth-Incoming-Port
/dev/tty.Bluetooth-Modem

/dev/tty.usbmodem1451

3. Upload certificate to WiFi module

[Upload certificates_:‘

Converting certificates

222223 )
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WINC1500 SSL Certificate updater

1. Fetch certificates from websites

Insert IP or domain name here and press 'Fetch’ button

Download successful

jeotrust.com:443 Remove

2. Select programmer serial port

/dev/cu.Bluetooth-Incoming-Port Refresh List
/dev/cu.Bluetooth-Modem

‘'dev/cu.usbmodem1451

/dev/tty .Bluetooth-Incoming-Port

/dev/tty Bluetooth-Modem

/dev/tty.usbmodem1451

3. Upload certificate to WiFi module

\:Uplcad certificates;

Upload completed!

Manually Adding Certificates

You can upload other certificates, make sure they are in DER format (http://adafru.it/leV) (binary, not
asciil) and end the name with .cer
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Mame

[ AddTrustExternalCARoot.cer

[ BaltimoreCyberTrustRoot.cer

[=] Digicert_Root.cer

[ FreeRadius_Root.cer

5] GoDaddyRootCertificateAuthority-G2.cer
5] NMA_Root.cer

=] PROWL_Root.cer

=] Radius_Root.cer

[ VeriSignClass3PublicPrimaryCertification...

Date modified

2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM
2/8/2016 3:23 PM

Type

Security Certificate
Security Certificate
Security Certificate
Security Certificate
Security Certificate
Security Certificate
Security Certificate
Security Certificate
Security Certificate

To figure out what certificate you need, go to the page you're trying to connect to, using your browser.
Then click on the lock (it may be in a different location) to make sure you're using https and its

secured. Then click More Information

Arduine - Home

':\ € fa https://www.arduino.cc

@ www.arduino.cc

Secure Connection

Verified by: GoDaddy.com, Inc.

Firefox has blocked parts of this page
that are not secure. Learn More

| Disable protection for now

| More Information

When you get the details popup, click on View Certificate
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-

@ Page Info - hitps://anprice-iothub.azure-devices.net/ Elﬂlﬂ—hJ

o it 2

General Permissions  Security

Website Identity
Website: anprice-iothub.azure-devices.net
Cwner: This website does not supply ownership information.

Verified by:  Microsoft Corporation

Privacy & History

View Certificate

Have I visited this website prior to today? No

Is this website storing information (cookies) on my No View Cookies
computer?

Havel saved any passwords for this website? No | View Saved Passwords |

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA. 256 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between
computers. It is therefore unlikely that anyone read this page as it traveled across the network,

Almost done, once you see the view of the certificate, click on Details
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Certificate Viewer"*.azure-devices.net” -

General | Qetails|

This certificate has been verified for the following uses:
551 Client Certificate

S50 Server Certificate
Issued To
Common Mame (CH) * azure-devices.net
Organization (O] <Mot Part Of Certificate>
Organizational Unit (OU) <MNot Part Of Certificate>
Serial Mumber 54:00:01:B6:B3:58:CFBB:C1:79:50:10:5B:00:01:00:01: B6:B3
Issued By
Common Mame (CN) Microsoft IT S50 SHAZ
Crganization () Microsoft Corporation

Crganizational Unit (OU) Microsoft IT

Period of Validity

Begins On Wednesday, August 26, 2015
Expires On Friday, August 25, 2017
Fingerprints

SHA-256 Fingerprint 43:0B:F9:6B:00:91:ED:10:B8:F1:85:85:32:78:A3:E4:

00:49:80:9F 19 DF A SR 8324 A9 2087107 2081
SHAL Fingerprint 38:5C:47:B1:97:DA:34:57:BB:DD:E7: T C:B:11:8F80:1 0:92:EB:F1

Finally, you can see the Root Certificate, its at the top of Certificate Hierarchy now click Export
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E Y E |
Certificate Viewer:"*.azure-devices.net” -. M
i — i —.
General | Details

Certificate Hierarchy
|_I Baltimore CyberTrust Root
4 Microsoft IT 550 SHAZ

*.azure-devices.net

Certificate Fields

4 Builtin Object Token:Baltimore CyberTrust Root i
& Certificate

n

“Wersion
~Serial Mumber

-Certificate Signature Algorithm

~Issuer
2\ alidity
'N ot Before - L
Field Value !

.

Close

and export/save it to the certs directory, in DER format
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Save Certificate To File ppe—— = 'E Ei I

(j_(j)'?! 1. %= arduino » WiFil0l-FirmwareUpdater » certs - | +y || Search certs 2 |
== I S

Organize v Mew folder i= - (7]

FS

s Favorites = Name Date modified Type
Bl Deskiop
. Library
= Projects
& Downloads

Mo items match your search.

1. shared
L. Othermill PCB:
. Fritzing-Librar

1. Development

2 Recent Places

i
{
o

~ 4| 1

b

File name: BaltimoreCyberTrustRoot.crt

X509 Certificate with chain (PEM) (*.crt™,
* Hide Folders X500 Certificate (DER) (*.der)
X.509 Certificate (PKC5=T) (*.p7c)
S 509 Certificate with chain (PKCSET) (*.p7c)
All Files (*.%)

Certicate Format

Open up the certificate in a text editor, if you see this you have an ascii certificate which is not what
you want!

© Adafruit Industries https://learn.adafruit.com/adafruit-feather-m0-wifi-atwinc 1500 Page 60 of 68



File Edit View Cmds Tools Options Buffers Help

NEEIEERREEHCREE )
Open | Dired | Saws Frint cut Copy | Peste | Undo | Spell | Reploce | bl Diebug
BﬂltimﬂrECNbErTIU5tRﬂﬂ---]Baltimu:etyberTrustRna...
|=====BEGIN CERIIFICATE--=-- ;ﬂ
IIDdzCCAl+gAWIBAgIEAGAAUTANEBgkghkiGOwOBAQUEFADBaMOQawlCOY DVORGEWI S
RIESHBAGALIUEChMJOmE sdGLl th3J IMBMWwE QY VOO LEWwpDeWJ L clRyvAXNOMS IwIAYD
MOODEx1CYWx0aWlvemUgQ3IliZXJUcnVzdCBSk2 90ME4X DT AWMDUXxH I E4NDYwWHEoX

DTIIMDUMG IzNT kwkMFowWjELMAKGRLUEBRMCSUTRE JAQBgNVEBACT CUJhEHRDEWS v
ETETMBEGAIUECxMEQ31iZ¥JUcnVedDEiMCAGRLUEAXMZOmFsdGltb3JLIENS YmVy
J1c3IQgUmSvdDCCASIwDOY JRoZ ThvcHAQEEBOADggEPADCCAQCCggEBARMEUVET

D lA6CZymrV51CinideiVgLGEwsd LuOEymaZH+hXe2wCOVE 2 yvguzmBiY¥ve0iHoS6zi
LZ3A0SsBUnuldiMc]febuYilagnne+gROEKIRzMpi)j 331 jwvumlNEoUMMo6viWoJYeK
mpYogqWed4PweVe/15Ey/ CEOVwCePCPwBLEBsuaddnEM3p3lvjsufFoREJIESLAWGSY
mD+tgYF/LTdBl1kClFkYmGPlpWPgkAx SXbIGevOF6uvUAES5ehDSE/ xXtabz50TZy

Idc93Uk3zyvEZAsuT 31y SNTPXEnCFCcBSkpveY670duhiprl3RjM710GDHWeIl12v/ yea

1 10ghgdMkNwnGj kCAWEARANFMEMwHOYDVROOBEBYEFOWAWICCRL jMerPolVDaGezgl
BE3WMBIGAIUMEWER/wQIMAYBALBCAOMwDgYDVROPAQH / BAQDAgEGMAOGCSgGESILS

DOEBBQUARS IBAQCFDF20SGoRaEIFoNZ TTyclhA0992T9Ldowd 6Q0F+vakSm2eTa2
ShkTI7gQCvlYpHRhcLOEYWoSinhEVCr3FvDBElukMJYZGE/ o zEN+OMY3EU/ L 3Wgx

I kzSewEF0TrS1XgdIGn 9w/ xZchMBShbgF/X+4+ZRGjDEACTPhSNzkElakxehi/oCr0
Epn3dc0WC4zxedietciefCTIpJo0CBRLELlwbNaaY71lkSh+3zvDynyveTETEyULhz
ksLidxaMmijICg44Y3ekQEes+NauQrzdwlHrQMz2ZnIQ/ 1/ I16eYs9HRCwWEBXbadtTLS
ROI4LtD+gdwyahel7jzV/0eBHRnDJELgY zmp

|-====EHD CERTIFICATE-----

Compils

— |G-

Raw:T==—== XEmacs: BaltimoreCyberTruscRoot.crc {Fundamental PenDel]————Lzl——h1|
|

[ W 2 W W e W 9 Y

Instead, make sure its in binary format like this (it should be a jumble of characters)
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..{:. Baﬂ'imﬂ = 2 rT -‘I__ﬁ'r!-_"i"*ﬂ e P X Emacs ="

.5
File Edit View Cmds Tools Options Buffers Help

- L1

MR IEEHEEHEBEERBEG
Open | Dired | Sawe Print Ccut Copy | Paste | Undo Spell | Repluce | bail info | Compile | Debug
Baltimg:gCybg:T:ugthq,+,iBEltimDIECHbEITIuEtRQQ...ﬂ
o\202~Cw0\202"B_ ~C~B~A"“B~B~D"B"@"@*0 o
" *\206H\ 206+

“A~A"E~E"RO0Z1"~K0 ~FrCU~D F~S"BIE1"RO"P F~CU"D

"5 Baltimorel"S0~Q~F~CU"D"K"S

yberTrustl™"0 "P~CU~D"C~3*¥Baltimore CyberTrust Root0"""W

000512184600Z"W

50512235900Z0Z1 K0 ~FrCU~DF~SBIE1 RO~P*EF~CU"D

"5 Baltimorel~S0~Q~F~CU"D"K"S

yberTrustl™0 ~F~CU~D*C*5~YBaltimore CyberTrust RootO\202"A"0D

nF *\206H\ 206+

~AA~AE~R~C\202~A"0~R0\202"A

~“B\202 A"A"~BL D»"«\230=Weé&r\232uy0) 448\ 225\ 2002 [\216+)\232dB;]i" ~Emld (. I
bebp \2100"R&8& !\ 235AA+~AR{\210wO " \\217C* 3\ 21017 csé~Q@esiitb\215-4\217 K&
1PO PR (254%\207\212\232\226™"\@g, 2~LO<OR"S/A~ [Oppa\217A~RE~FE\232a0E 32wl *ANDBHSY
~S0AAR®~ "pY | “Ed- ¥ GY"BOY"X\230cE¥ca\220°L} ] *~Fzé\2058&0°CO"\204> {~Uiilm96ruivRy
MOE\220, *=4E$57~ $\230!\"G\231)%&:i¢n\206:k\22TtcIh "X18x\215v;i\236\216] *\ 2065
M\ 2200 ~Z9~B~C A~@"ALEOCO~] “F~CU~]"N~D"V~D~T&\235Y0\202GXI-a"HT6\206{ : n"DM&0 R~
~CO~ ]S A AF D HO"F A AV B A" CO"N~F~CU"] "0 A A% D D C B A FD

nF *\206H\ 206+

~A~A~E~E~@~C\202"A"A"@\205°L] \21650QhB "E ¥»0'3\204"Ch:dy-=Dan"P "Wel) ) Ty?vs Y 54
|, ~p

aXH0aprs~Daj “R\212~WO

B<AleD | G&~LE\215\206R01IE~BET~Q0iTh1\216L0* “Ati%u~~GH 2" 2p¥*V\\204Ay\ 205, "Ey~ 7%~
QE~OA~B-eR79°DO@1z"X; *&"R\231<LE\2028<~5\235\236pE\236|.Ex\236N H TEmjpmk"Zcd<
=~ -150\237.»"[ -0P\2105\222A85~V\215\2322 B\ 216" KT P Qi~5«\220 >0\2242D3=5e"0
5i\216\236bIGD, ~A]»~1n20G08 .Dp\ 201025 ~~ni<bic\201~] ~YASBECO®

- |

RAW: E==—== XEmacs: BaltimoreCyberTruscRoot.der (Fundamental PenDel)-=--=-L1-=-A11

What SSL/TLS support is available with the WINC15007?

Officially Atmel lists TLS 1.0 & 1.1, however we have noticed that the firmwares shipping on boards
today seem to also support TLS 1.2 (verified by checking the results of

www.howsmyssl.com (http://adafru.it/mgf)).

The supported ciphers are:

° TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

° TLS_RSA_WITH_AES_128_GCM_SHA256
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http://www.howsmyssl.com

TLS _DHE_RSA_WITH_AES_128_CBC_SHA256

° TLS_DHE_RSA_WITH_AES_128_CBC_SHA

° TLS_RSA_WITH_AES_128_CBC_SHA256

o TLS_RSA_WITH_AES_128 _CBC_SHA
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Adapting Sketches to MO

The ATSAMD21 is a very nice little chip but its fairly new as Arduino-compatible cores go. Most
sketches & libraries will work but here's a few things we noticed!

Analog References

If you'd like to use the ARef pin for a non-3.3V analog reference, the code to use is
analogReference(AR_EXTERNAL) (it's AR_EXTERNAL not EXTERNAL)

Pin Outputs & Pullups

The old-style way of turning on a pin as an input with a pullup is to use

pinMode(pin, INPUT)
digitalWrite(pin, HIGH)

This is because the pullup-selection register is the same as the output-selection register.

For the MO, you can't do this anymore! Instead, use

pinMode(pin, INPUT_PULLUP)

which has the benefit of being backwards compatible with AVR.

Serial vs SerialUSB

99.9% of your existing Arduino sketches use Serial.print to debug and give output. For the Official
Arduino SAMD/MO core, this goes to the Serial5 port, which isn't exposed on the Feather. The USB
port for the Official Arduino MO core, is called SerialUSB instead.

In the Adafruit MO Core, we fixed it so that Serial goes to USB when you use a Feather MO so it will
automatically work just fine.

However, on the off chance you are using the official Arduino SAMD core & you want your Serial prints
and reads to use the USB port, use SerialUSB instead of Serial in your sketch

If you have existing sketches and code and you want them to work with the MO without a huge find-
replace, put

#if defined(ARDUINO_SAMD_ZERO) && defined(SERIAL_PORT_USBVIRTUAL)
/I Required for Serial on Zero based boards
#define Serial SERIAL_PORT_USBVIRTUAL

#endif

right above the first function definition in your code. For example:
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Simple dace conversions and calculations

l #inclode <Wire.h>

finclodse “EIClib.R" I

& #if defined (RROUINQ ARCH SEMD)
f for Iero, ocutput on USE Serial console, remove line below if using programming port to program the Iero!

fdefine Serial SeriallsB

3 gendif
D1d .!J'.Il}'ld."ﬁtt[.'.'.'.". char* txt, const DateTimes dt) [
Serial.princ (cxc);
Sarial .prine| 15

AnalogWrite / PWM

We've noticed that some PWM outputs are not working with the current SAMD core, its something that
is being worked on!

Missing header files

there might be code that uses libraries that are not supported by the MO core. For example if you have
a line with

#include <util/delay.h>
you'll get an error that says

fatal error: util/delay.h: No such file or directory

#include <util/delay.h>
A

compilation terminated.
Error compiling.

In which case you can simply locate where the line is (the error will give you the file name and line
number) and 'wrap it' with #ifdef's so it looks like:

<util/delay.h>

The above will also make sure that header file isn't included for other architectures

If the #include is in the arduino sketch itself, you can try just removing the line.
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Bootloader Launching

For most other AVRs, clicking reset while plugged into USB will launch the bootloader manually, the
bootloader will time out after a few seconds. For the MO, you'll need to double click the button. You will
see a pulsing red LED to let you know you're in bootloader mode. Once in that mode, it wont time out!
Click reset again if you want to go back to launching code

Aligned Memory Access

This is a little less likely to happen to you but it happened to me! If you're used to 8-bit platforms, you
can do this nice thing where you can typecast variables around. e.g.

uint8_t mybuffer[4];
float f = (float)mybuffer;

You can't be guaranteed that this will work on a 32-bit platform because mybuffer might not be
aligned to a 2 or 4-byte boundary. The ARM Cortex-MO can only directly access data on 16-bit
boundaries (every 2 or 4 bytes). Trying to access an odd-boundary byte (on a 1 or 3 byte location) will
cause a Hard Fault and stop the MCU. Thankfully, there's an easy work around ... just use memcpy!

uint8_t mybuffer[4];
float f;
memcpy (f, mybuffer, 4)

Floating Point Conversion

Like the AVR Arduinos, the MO library does not have full support for converting floating point numbers
to ASCII strings. Functions like sprintf will not convert floating point. Fortunately, the standard AVR-
LIBC library includes the dtostrf function which can handle the conversion for you.

Unfortunately, the MO run-time library does not have dtostrf. You may see some references to using
#include <avr/dtostrf.h> to get dtostrf in your code. And while it will compile, it does not work.

Instead, check out this thread to find a working dtostrf function you can include in your code:

http://forum.arduino.cc/index.php?topic=368720.0 (http://adafru.it/IFS)

How Much RAM Available?

The ATSAMD21G18 has 32K of RAM, but you still might need to track it for some reason. You can do
so with this handy function:

extern "C" char *sbrk(int i);

01
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char stack_dummy = 0;

return &stack_dummy - sbrk(0);

}

Thx to http://forum.arduino.cc/index.php?
topic=365830.msg2542879#msg2542879 (http://adafru.it/m6D) for the tip!

Storing data in FLASH

If you're used to AVR, you've probably used PROGMEM to let the compiler know you'd like to put a
variable or string in flash memory to save on RAM. On the ARM, its a little easier, simply add const
before the variable name:

const char str[] = "My very long string"';

That string is now in FLASH. You can manipulate the string just like RAM data, the compiler will
automatically read from FLASH so you dont need special progmem-knowledgeable functions.

You can verify where data is stored by printing out the address:
Serial.print("Address of str $"); Serial.printIn((int)&str, HEX);

If the address is $2000000 or larger, its in SRAM. If the address is between $0000 and $3FFFF Then
it is in FLASH
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ﬁ adafruit learning system

FAQ

My Feather MO won't enumerate anymore and can't be programmed, help!

If something happens and your Feather MO won't enumerate as a USB serial device, like perhaps you
were exploring the ATSAMD21's peripherals and accidentally misconfigured something, don't worry
you can try a few things to revive it back to normal.

e First try pressing the reset button twice like a mouse double click. The LED should start pulsing
red to inform you the chip has entered its bootloader and is waiting a program upload.

e The Feather MO will show up as a new COM port device (if you haven't already installed the
Windows drivers, do that!)

e Select the new bootloader COM port in the Arduino IDE

o Now try uploading a simple blink example from the Arduino IDE to see if that gets the board
back into a good state.

If you don't get a pulsing red LED and the board doesn't enumerate as a serial device then something
has happened to the bootloader. Unfortunately the best option in this case is to connect to the single-
wire debug test points on the back of the board (the SWDIO & SWCLK pads) and manually reprogram
the bootloader using a J-Link or ST-Link ARM programmer.
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ﬂv adafruit learning system

Downloads
Datasheets

o Atmel Software Programming guide for WINC1500 (http://adafru.it/IdD) - this is for the
underlying ASF codebase that is 'wrapped' in Adafruit_ WINC1500 but its still very handy
reference

e ATSAMD21 Datasheet (http://adafru.it/IdE) - Its long, but its a good read


file:///system/assets/assets/000/030/129/original/atmel-42418-software-programming-guide-for-atwinc1500-wifi-using-samd21-xplained-pro_userguide.pdf?1453847486
file:///system/assets/assets/000/030/130/original/atmel-42181-sam-d21_datasheet.pdf?1453847579
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